
 

Continue

https://trafffe.ru/wb?keyword=equifax%20breach%20senate%20report


Equifax breach senate report

Source: U.S. Senate, Permanent Subcommittee on Investigations Committee on Homeland Security and Governmental Affairs Here's the link to the U.S. Senate report on the Equifax breach Equifax was slammed in a Senate subcommittee report before announcing a joint service with FICO. When your company is named in a Senate
subcommittee report headline that also neglects the words and devastating it's rarely a good thing. Equifax found itself in just that situation this week, though the company doesn't allow it to announce a partnership that has some observers worried about consumer favacy. The personnel report issued by the United States Senate
Permanent Subcommittee on Investigations of the Committee on Homeland Security and Governmental Affairs is titled How Equifax Neglected Cyber Security and suffered a devastating data breach. And the title isn't even the blunt statement of the report. Finally, the report writes the staff that Equifax did not prioritise security, did not
follow its own policy of patching a critical vulnerability and left itself open to attack due to poor cybersecurity practices, among other errors. The report also notes that Equifax could have reduced damage if it had put basic controls and policies in place, rather than allowing the personal information of millions of individuals to be
compromised. Within the report, there are some findings that seem at odds with each other. First, the report states that Equifax executives are firm in their belief that they did everything possible to avoid the breach — especially the CIO that served from 2010 to 2017, said that he doesn't believe Equifax could have done anything else.
However, fellow credit bureaus TransUnion and Experian each used the same product that was the source of the Equifax vulnerability (Apache Struts) - and yet they avoided an offense by responding very quickly to the vulnerability and patching it up long before the Equifax attack got underway. This report is a premeditation for
announcing that Equifax and FICO are joining forces in a data decisions Cloud that will provide deeper, more detailed financial information about consumers to companies that subscribe to the big data product. FICO is traditionally a data analysis firm known for the credit score used for everything from approving loans to setting insurance
rates. Equifax reports on consumers with data that include the FICO score, and the combination of the two is seen by some privacy advocates as the worst of all possible worlds — a company with known security issues developed (and storing the data for) products that involve more personal data than ever before. In announcing the new
service, the two companies said that they, ... focused on a connected, end-to-end development and management platform that allows customers to quickly explore, develop, test and deploy powerful insights into production systems across across Organization. The question may not be whether the service on this promise can deliver to
customers, but whether Equifax has taken sufficient steps based on its major breach to avoid being the subject of another Senate security inquiry in the future. Related content: Join Dark Reading LIVE for two cybersecurity summits at Interop 2019. Learn from the industry's most knowledgeable IT security professionals. Check out the
Interop agenda here. Curtis Franklin Jr. is Senior Editor at Dark Reading. In this role, he focuses on product and technology coverage for the publication. In addition, he works on audio and video programming for Dark Reading and contributes to activities at Interop ITX, Black Hat, INsecurity and... View full BioRecommended
Reading:Comment | Email it | Print | RSSMore Insights data breach Equifax Senate Report Finding Equifax failed to address known cybersecurity risks In a report released this week, the Senate Homeland Security Investigations Subcommittee found that Equifax years before the massive breach in 2017 was aware of cybersecurity
weaknesses, affecting 148 million U.S. consumers. The Senate report found that Equifax chose efficient business operations rather than security protocols that allowed a foreign government to access the verification details, including birth dates and SSNs, from U.S. consumers. In December, the House Committee on Oversight issued a
report that found the Equifax breach was completely preventable. Following the Equifax data breach, EPIC President Marc Rotenberg testified before the Senate Banking Committee and recommended free credit freezes and other consumer safeguards to mitigate the risk of identity theft. The new Equifax chief defended the company's
approach to cybersecurity in a Senate Homeland Security and government affairs subcommittee hearing. The hearing coincided with the publication of a scathing report by the subcommittee that found that Equifax failed to prioritise cybersecurity before and after the 2017 breach of personal data belonging to nearly 149 million people in
the US, Canada and the UK. The fact that Equifax did not have an impenetrable information security program and suffered a breach does not mean the company failed to take cybersecurity seriously, Equifax CEO Mark Begor said in a prepared statement. Before the cyberattack, I understand the [Equifax's] security program was well
funded and staffed, based on a robust set of policies, standards and procedures, and supported by general and specialized training, he said. Begor noted that in 2018, more than 1,200 data breaches against U.S. corporations showed that companies of all kinds are falling victim to cyberattacks carried out by increasingly criminal rings and
well-funded nation-state actors or military weapons of nation states, CNBC reported. Since 2017, he said, Equifax has added four new directors and created an audit framework intended to update the board of directors of security benchmarks they understand, and this could make it easier to record progress. The company has drawn up
plans to spend $1.25b more on security and information technology as a result of the incident between 2018 and 2020. The breach was blamed on a failure to patch all Equifax IT systems to prevent hackers from taking advantage of a vulnerability in the Apache Struts web application framework. The report found Equifax did not follow its
own policy of patching the vulnerability, that it failed to track down and patch Apache Struts, that Equifax had left itself open to attack due to poor cybersecurity practices, that the damage done by the hackers could be reduced, that Equifax waited six weeks before taking the public , and that Equifax did not spik records of internal
conversations about the breach. According to the report, the CIO at Equifax from 2010 to 2017 saw the company employees responsible for installing patches but said he was never made aware of the Apache Struts vulnerability and doesn't understand why the vulnerability wasn't caught. Though the CIO said he didn't think Equifax could
have done anything else, the report suggests that TransUnion and Experian received the same information as the public and Equifax about the Apache Struts vulnerability, but both companies deployed software to verify the installation of security patches, manage scans more frequently and maintain an IT asset inventory. In response to
the Apache Struts vulnerability, TransUnion began patchy vulnerable versions of the software within days. Experian retained a software security firm in March 2017 to perform targeted vulnerability scans of Apache Struts vulnerabilities. After founding an Experian server, a vulnerable version, Experian took the server offline and began
patching it. The Equifax breach displays a disconnect between commercial software security practices and their open-source equivalents, according to Tim Mackey, senior technical evangelist at Synopsys. With a commercial software solution, the provider is in a position to push security information to consumers. With open-source
products unless an effective inventory of open source components used is maintained, it's difficult to manage an effective patch management strategy. For example, Open source is often available at multiple distribution channels and a patch designed for one distribution channel may not be effective when applied to the same component
obtained from another channel. While the Senate report highlights the value of periodic scanning for vulnerable open source components, Mackey said that the practice can easily have vulnerable components deployed when an organization uses agile development practices commonly found among the referred to. Instead of periodic
scans, comprehensive inventory of open source dependencies should be created during development and when applications care is deployed. This is the must be fed into a continuous monitoring solution designed to identify when publishing new security disclosures. When combined, such a solution allows for an accurate picture of the
security exposure within a given application to be accurately measured in almost real time. Armed with the knowledge of a vulnerable open source component and the origin of the component, an effective patch strategy can be created, he said. Congress must pass legislation establishing a national uniform standard that requires private
entities that collect and store PII [personally identifiable information] to take reasonable and appropriate steps to prevent cyberattacks and data breaches. Congress must pass legislation requiring private entities suffering a data breach to notify affected consumers, law enforcement and the appropriate federal regulatory agency without
unreasonable delay. Congress should examine the need for additional federal efforts to share information with private companies about cybersecurity threats and spread cybersecurity-best practices that IT asset owners can adopt. Federal agencies with a role in ensuring private entities take steps to prevent cyberattacks and data
breaches and protect PII should investigate their authorities and report to Congress with any recommendations to improve the effectiveness of their efforts. Private entities should re-examine their data retention policy to ensure these policies properly preserve relevant documents in the event of a cyberattack. Attack.
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